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1 INTRODUCTION

1.1 Diagnosis Properties

The main focus of the diagnosis community has
historically been to find appropriate mathemati-
cal and logical frameworks to model network1 be-
haviours and to develop associated algorithms. As
our understanding of these frameworks increased
and as solutions were found to many diagnosis
problems, the interest shifted to properties associ-
ated with diagnosis. Studying network properties
pertaining to diagnosis provides useful feedback to
the designer who may improve the network speci-
fications from the diagnosis perpective.

A typical useful property is that of diagnosabil-
ity. A fault is diagnosable if it can be precisely
identified when it takes place; the network is di-
agnosable if all its possible faults are diagnosable.
Designers should make sure their network is diag-
nosable, as being able to diagnose precisely any
fault makes it simpler to fix it.

Studying diagnosis properties can provide useful
recommandations for the network design. How-
ever, the network design and, even more, the net-
work model are often available at a very late stage,
and the recommandations expressed by diagnosti-
cians must often be ignored. This issue can be
illustrated by an example coming from the power
grids. When a fault takes place on the grid, for in-
stance a line-to-earth fault, the control-room oper-
ators immediately reconfigure the network in order
to restore electricity to as many custumers as pos-
sible and to minimize the outage before the line is
repaired. Such reconfigurations must be as fast as
possible and diagnosability issues are clearly rele-
gated to a secondary position. We would like this
study to be performed beforehand, so that the net-
work properties are ensured.

1In this paper, we consider systems that are built
as a composition of components; the term “network”
will therefore refer to the system we want to diagnose.

1.2 Design Rules

In this paper, we propose a different approach to
ensuring diagnosis properties. Instead of testing
whether a complete and final network model satis-
fies the required properties, suppose we could for-
mulate a set of design rules and prove that any
network built according to these rules does exhibit
the properties. (In power grids, such design rules
would e.g. specify that all transformers should be
protected by circuit breakers with or without auto-
reclosing capabilities; that each circuit breaker up-
stream of a transformer should be equipped with
a fault sensor; etc.) Being able to ensure diagno-
sis properties at every stage of a network’s design,
as opposed to merely testing for them after the
fact, yields many advantages: First, the early de-
tection of property violation gives an opportunity
for the designer to incorporate the diagnostician
recommandations in the final version of the net-
work. Second when the network must be urgently
modified, as is the case in power grids, it suffices
to satisfy the design rules in order to ensure the
diagnosis properties. Similarly, after the design
rules have been proved appropriate for diagnosis,
they can be reused as a basis for the next version
of the network.

Our ambition stretches further than just pro-
viding a set of rules for a specific application do-
main, like power grids. What we would like is an
algorithm that takes as input a description of the
elements of the domain (such as component types,
faults of interest, etc.) and a set of proposed rules,
and determines if these rules are sufficient to en-
sure whatever property we are interested in. Even
better, an algorithm that synthesises a set of rules,
which not only ensure the expected properties, but
do this at a minimal cost (e.g., that adds the least
restrictions on the system design, the fewest extra
sensor components, etc.)

This problem is challenging as it corresponds
to testing properties on the family of networks
(rather than a single network) that satisfy the de-
sign rules, or exhibiting one such network that
does not satisfy the property. This family may
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be infinitely large, and a similar problem for
model-checking was proved undecidable in general
(Browne et al., 1989). Efficient implementations
should be able to identify chunks of the family of
networks that can be pruned, until the property
has been assessed for each of its members.

2 EXAMPLE

We illustrate this paper with a simple example in-
spired by power networks at distribution level. We
consider a single feeder which distributes electric-
ity from a high voltage source to local substations
in a tree-like structure. We distinguish the follow-
ing components:

• the (single) source (SRC) provides electricity
to the feeder;

• lines (LN) transmit electricity on long dis-
tances but are subject to fault;

• circuit breakers (CB) transmit electricity and
operate to isolate faults (observable);

• branching points (BR) transmit electricity
from one input to several outputs;

• sensors (SNS) are attached to lines or branch-
ing points and can detect faults downstream
(including the current line, observable);

• loads (LD) represent local substations that re-
ceive electricity.

The source must be protected by a circuit breaker
to prevent faults to propagate to the high voltage
level, but, at this stage, no other assumption on
the network configuration is made.

We assume that only lines can fail through per-
manent line-to-earth faults. When this happens,
the tension drops and a current of dangerous in-
tensity flows from the source to the fault. All cir-
cuit breakers up-stream would eventually detect
the fault, but the closest one reacts first and op-
erates by opening to isolate the fault. All sensors
up-stream would also detect the fault but only the
sensors between the fault and the circuit breaker
that operates have time to notice the fault. We
also make a single fault assumption.

Fault detection is trivial: a fault is detected
when a circuit breaker trips. Diagnosis can be
performed as follows: 1) the fault took place in
a line in the subnetwork rooted in the triggered
circuit breaker; 2) all lines directly protected by
a circuit breaker that did not operate can be ex-
onerated; 3) similarly, if the sensor immediately
upstream a line did not generate an alarm, then
the line is not faulty. We want to be able to diag-
nose precisely on which line the fault took place.
Clearly, in general, the network is not diagnosable
(consider for instance a network with several lines,
only one circuit breaker, and no sensor).

We now propose to add design rules to ensure di-
agnosability. Design rules were already implicitely
presented to define, e.g., how electrical compo-
nents are connected in a tree, or how the source is
protected by a circuit breaker. We propose to add
the following design rules:

RL1 if two lines are connected together, then a
sensor is attached to the one down-stream;

RL2 for any branching point, all outputs are either
protected with a circuit breaker or monitored
by a sensor.

It is trivial to show that, under these design
rules, the network is diagnosable. Indeed, when-
ever a fault occurs, rule RL2 allows to determine
precisely the branch where the fault occurs, i.e.,
the part of the tree between two branching points
or between a branching point and the source or a
load. Furthermore, rule RL1 allows to determine
which line in this branch is faulty.

3 DIAGNOSIS PROPERTIES

The most common property that is studied in the
context of diagnosis is the diagnosability of a net-
work or of a fault. A fault is diagnosable if, when-
ever it occurs, it can be precisely identified by the
diagnosis engine. The network is diagnosable if all
its faults are diagnosable.

Variants of diagnosability have been defined. A
requirement could be that the fault must be diag-
nosed before it develops in an unacceptable situa-
tion. The property can also be stated as being able
to determine an appropriate recovery action after
a fault took place (Cordier et al., 2007). Pinpoint-
ing precisely the fault is not necessary, as long as
the diagnosis is precise enough to decide how its
consequences can be confined.

When the diagnosis engine can probe the net-
work with an associated cost, the desired property
is that there exists a strategy such that for any
behaviour of the network, its fault mode can be
determined with acceptable cost.

When the designer is concerned with tolerance
to faults, the notion of N − k (read “N minus k”)
property was defined. A network is N − k if its
behaviour remains stationary even if up to k faults
take place. Certain parts of the network may not
work properly, but the faults do not affect the net-
work’s integrity. This property is commonly used
in power networks where faults cannot be helped;
most blackouts of nation-scale have been caused
by at least two major incidents (here, k = 1).

More recently, the concept of diagnosis cost was
introduced, where the cost is defined as the com-
putational resources (memory, time) necessary to
generate a diagnosis machine and to perform di-
agnosis with acceptable accuracy (Ribot et al.,
2007). In the context of discrete-event systems
for instance, the Sampath diagnoser can be auto-
matically generated from the model but its size is
double exponential in the number of components
(Rintanen, 2007) which means it cannot be built
save for trivial networks; on the other hand, chron-
icles (Cordier and Dousson, 2000) can be more
compact but their precision varies (Pencolé and
Subias, 2009). In this context, a diagnosis prop-
erty could be the existence of a procedure to gen-
erate simple yet accurate chronicles.
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4 DESIGN RULES

We consider networks that are built as the com-
position of interconnected components. In many
contexts, such as power grids, telecommunication
networks, water distribution networks, assembly
lines, electrical wiring in vehicules, etc., there are
many standard components that can be composed
with a great flexibility.

Let N represent the set of possible composi-
tions, i.e., networks. Some networks are not advis-
able for diagnosis. Our purpose is to restrict set N
in order to avoid such unappropriate compositions.
Let us write F ⊆ N the family (set) of networks
that are acceptable. The restriction R on the set
of networks defines a family of networks FR. If the
restriction ensures all unadvisable networks are re-
jected, then the following property should be sat-
isfied: FR ⊆ F . Because in general FR 6= F , net-
works in F \FR are acceptable but are rejected by
restriction R.

However, restriction R should be presented in a
sensible and easy to understand format. Choos-
ing an obscure restriction would be equivalent to
providing only a decision procedure Rd for mem-
bership of networks to the accepted family:

Rd : N → B where Rd(n) = ⊤ only if n ∈ F .

A “black box” restriction R would not be very
attractive for the designer who would not under-
stand what needs to be changed in a network
n 6∈ FR. This is even more crucial for networks
that need to be reconfigured on the fly whilst an
incident is taking place, as the restrictions should
drive the reconfiguration rather than slow it down.

In order to fulfil their purposes, compliance to
the design rules must therefore be easy to test,
both computationally but also for a human be-
ing. Ideally, design rules should avoid complex
and combinatorial inter-dependencies and should
involve simple, local decisions. We want to em-
phasize the existence of a trade-off here.

• On the one hand, if we try to use a formalism
that allows us to match precisely the family
of networks F , i.e., such that FR = F , then
the design rules will be hard to understand.

• On the other hand, the more we use simple
(but restrictive) design rules, the more ac-
ceptable networks will be rejected.

We definitely require simple design rules but one
task of the diagnosis community will be to deter-
mine what types of rules are more appropriate for
certain types of properties and networks.

Furthermore, we want to be able to do incre-
mental modifications, for instance if the network
must be reconfigured or some minor upgrade is
expected. The network should be robust to these
changes, i.e., for any local modification either i) it
should not affect the rest of the network or ii) the
cascade of modifications associated with it should
be limited. For instance, assume that the net-
work forms a tree and that exactly one branch of
the tree must satisfy a specific property (e.g., the
branch has some control over the network), and
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Figure 1: Design rule for the first output of a
branching point.

assume this is implemented by a particular type
of component at the leaf of the particular branch.
One might want to give control to another branch;
this means that removing the controlling compo-
nent at the leaf of the branch has an effect at the
other end of the network where another compo-
nent has to be connected. In this example, the
cascade of modifications is still limited.

Some Design Rules Haslum proposed in 2008
a similar approach to define classes of planning
problems with polynomial complexity. He defined
the restrictions of the network’s structure in terms
of graph grammars. A graph grammar is a for-
mal rewriting system that operates on graphs; it
is defined by an initial graph and a set of produc-
tion rules which define how a graph can be trans-
formed. A graph (or network) is accepted by the
graph grammar if it can be derived from the initial
graph by applying a finite sequence of transforma-
tions. Haslum proposes to use NLC grammars for
which parsing can be tested in polynomial time,
and showed that solving a planning problem on
such a planning problem is polynomial as well.

Another possible formalism for design rules is to
use pattern recognition. This is illustrated on Fig-
ure 1 which can be interpreted as follows. When-
ever a branching point is found on the network
(represented by the lone branching point in the
top box), then its left output is either connected
to a circuit breaker (bottom left box) or connected
to a sensitive equipment (which may be a line or
another branching point) monitored by a sensor
(bottom right box). Design rules based on pat-
tern recognition are simple to verify, including for
a human. Furthermore, if one such rule is violated,
for instance if the left output of a branching point
is directly connected to another branching point,
then the rule violation is local and can be fixed by
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local modifications of the network.
Notice the limitations of both formalisms. NLC

graph grammars for instance are not able to rep-
resent any lattice graph. Similarly, the pattern-
based formalism cannot express in general that a
graph should form a tree.

5 PROBLEM DEFINITION

5.1 Diagnosis Properties by Design

The problem we would like to solve can be formu-
lated as follows:

Given a set of component types C (which
implicitely defines the set of networks N
that can be created from the composition
of such components), given some design
rules that define a restricted family FR of
networks that satisfy the rules, does any
network n ∈ FR accepted by these design
rules satisfy some predefined property?

If the property by design is satisfied, then any
network that satisfies the design rules also satisfies
the property. This means that the designer now
only needs to concentrate on satisfying the design
rules. By definition, it is more difficult to meet the
design rules than to satisfy the expected property;
however, because the design rules are (as we pro-
posed in the previous section) expressed in a clear
and understandable way, the designer will imme-
diately detect when and identify why a design rule
is not satisfied.

We also want to return useful feedback to the
designer in case the design rules he gave us are
not sufficiently restrictive. When this is the case,
the algorithm should return a network n ∈ FR for
which the property is not satisfied; if the algorithm
is not able to return a definite answer, it should
return a partially instantiated network for which
it suspects there exists such an extension n.

5.2 Rules Synthesis

An even more challenging problem is that of design
rules synthesis. The problem could be formulated
as follows:

Given a set of component types C (which
implicitely defines the set of networks N
that can be created from the composi-
tion of such components), given a desired
property find a set of design rules that
define a restricted family FR of networks
such that any network n ∈ FR accepted
by these design rules satisfy the property.

This problem could use the results generated
by the procedure for testing properties by design.
Any counter example returned by the latter would
be analysed by the former in order to generate a
rule that prevents this situation to arise.

6 SUMMARY

In summary, we want to achieve diagnosis proper-
ties by design, i.e., a situation where, if the net-
work satisfies some simple design rules, then some
required diagnosis properties will be satisfied in

the network. We need to determine design rules
formalisms that will allow us to define large fam-
ilies of networks, and for which both the proper-
ties by design problem and ideally the design rules
synthesis problem can be solved.
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