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Abstract.
We extend the decentralised/distributed approach of diagnosis of discrete-event systems modeled using
automata. The goal is to avoid computing a global diagnosis,
which is expensive, and to perform local diagnoses instead.
To still ensure global consistency, we transform the topology
of the system into a junction tree where each vertex represents a subsystem. Local consistency between the diagnoses
of these subsystems ensures global consistency due to the tree
structure. This technique will work best for systems whose
natural structure is close to a tree structure, as the generated
automata will be of reasonable size.
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Introduction

Nowadays, many technical systems are highly automated, if
not completely controlled by computers. As such systems increase in complexity, their supervision becomes more and
more challenging such that there is a strong need to automate
the task. New methods are required to meet this objective. We
are here concerned with the model-based diagnosis of systems
modeled as discrete-event systems (DES, [1]).
It is well-known that the diagnosis of discrete-event systems
[8] can be seen as the computation of all the trajectories on the
model consistent with the observations. This can be done by
unfolding the model according to the observations. The main
challenge is then to cope with the complexity of the task as
the representation of these trajectories is usually exponential
in the number of components in the system [10].
To deal with systems of increasing size, several approaches
have been investigated. A first approach trades time for space:
the model of the system is compiled into a structure called
the Sampath diagnoser [11] to enable efficient on-line computation. However, this structure is double exponential in the
number of components and cannot be built in most cases [10].
Use of symbolic tools has also been proposed, giving interesting results [12, 13, 4].
Another option is to consider local computations. Rather
than computing the trajectories on the whole system, the trajectories are computed locally. The problem is then to make
1

This research was supported by NICTA in the framework of the
SuperCom project. NICTA is funded by the Australian Government as represented by the Department of Broadband, Communications and the Digital Economy and the Australian Research
Council through the ICT Centre of Excellence program. The authors also want to thank Carole Aujames for her work on the
implementation.

sure that the local sets of trajectories are consistent with each
other. Unfortunately, local (pairwise) consistency does not ensure global consistency; worst, an algorithm that refines the
local diagnoses pairwisely may not terminate. Methods were
proposed to avoid global computation [9, 2, 14, 3], but these
methods do not scale up nicely.
The complexity of numerous algorithms in different domains drops when applied to trees. This is typically the case
here, since the local consistency ensures the global consistency when the connections between components form a tree.
A popular solution to convert a graph into a tree is to make
it into a junction tree. The vertices are basically gathered in
clusters. We thus transform the topological graph of the system into a junction tree where each cluster corresponds to a
subsystem. The diagnosis is performed locally on each cluster,
and local consistency is applied until a fixpoint is reached.
The paper is divided as follows: we first present basic notations on languages and diagnosis. In Section 3, we discuss
the issues of distributed diagnosis, and the central notion of
consistency. Our approach based on junction trees and local
consistency is presented Section 4.

2

Preliminaries

In this section, we present basic notations on language and
how it applies to the diagnosis of discrete-event systems.

2.1

Language Formalism

Let Σ be any set. We denote Σ⋆ the set of all finite sequences
on Σ; an element σ = e1 . · · · .en ∈ Σ⋆ is called a word over Σ;
the empty word is denoted ε. A language L over Σ is a subset
of Σ⋆ . The projection on Σ′ of a word σ over Σ ⊇ Σ′ denoted
PΣ→Σ′ (σ) keeps all the elements of σ in Σ′ . Formally,
PΣ→Σ′ (σ) =

(

ε
PΣ→Σ′ (σ ′ )
e.PΣ→Σ′ (σ ′ )

if σ = ε
if σ = e.σ ′ and e ∈ Σ \ Σ′
if σ = e.σ ′ and e ∈ Σ′

The projection on Σ′ of a language L over Σ is denoted
PΣ→Σ′ (L) and defined by {PΣ→Σ′ (σ) | σ ∈ L}. The inverse
−1
′
operation PΣ→Σ
′ of the projection from Σ to Σ generates all
the finite words on Σ whose projection on Σ′ is the parameter:
−1
⋆
PΣ→Σ
′ (L) = {σ ∈ Σ | PΣ→Σ′ (σ) ∈ L}.
The synchronous product ⊗ between two languages L1 over
Σ1 and L2 over Σ2 computes all the words over Σ1 ∪Σ2 whose

projection on Σi is Li : L1 ⊗ L2 = {σ ∈ (Σ1 ∪ Σ2 )⋆ | ∀i ∈
{1, 2}, PΣ1 ∪Σ2 →Σi (σ) ∈ Li }.
The local consistency operation of language L1 over Σ1
on L2 over Σ2 denoted consΣ1 ,Σ2 (L1 , L2 ) returns the minimum sublanguage of L2 such that the synchronous product with L1 is not modified: consΣ1 ,Σ2 (L1 , L2 ) = {σ ∈
L2 | PΣ2 →Σ1 ∩Σ2 (σ) ∈ PΣ1 →Σ1 ∩Σ2 (L1 )} or equivalently
(PΣ1 →Σ1 ∩Σ2 (L1 )).
consΣ1 ,Σ2 (L1 , L2 ) = L2 ∩ PΣ−1
2 →Σ1 ∩Σ2

2.2

Diagnosis of Discrete-Event Systems

We consider a system whose state can be described as the
assignment of state variables over a discrete domain. We consider the evolution of the state variables to also be discrete.
The set of all – including unexpected – possible behaviours of
this system is a language denoted Mod over the set of events
Σ that can possibly occur on the system. The set of events
is partitioned into observable Σo and unobservable Σu events.
The occurrence of an observable event generates an observation. While the system is running, it generates a flow of
observations. The occurrence of observable events can thus
be partially determined as a language over Σo denoted Obs.
The diagnosis of the system is the problem of determining
what possibly happened on the system given the observations
on its behaviour. This can be simply computed by
∆ = Mod ⊗ Obs.

(1)

Languages can be represented by several tools. Regular languages are often represented by automata or Petri nets. The
problem with these tools is that of the state explosion. The
size of these structures is exponential in the number of state
variables, which makes it impossible to use directly.

3

Consistency in a Distributed Model

Real-world systems are often distributed by nature, i.e. a set
of interconnected components. The global behaviour of the
system is complex, while each component has a simple behaviour. Recent approaches take advantage of this distributed
nature to avoid the computational blow up.

3.1

Distributed Modeling

Modern technical systems are usually formed by combining
simple components with simple behaviours leading to a device that exhibits complex behaviours. Rather than modeling
the whole system, it is often preferable to model each component separately for many good reasons: fewer chances to make
mistakes or forget behaviours, reusability, compactness.
The system being a set of components, each component γi
is modeled separately: Modi defined on alphabet Σi . Some
formalisms consider that components share variables. Here,
without loss of generality, we consider that components share
events such that an event shared by several components must
occur on each component at the same time. Other events may
occur in a completely concurrent manner.
The system Γ = {γ1 , . . . , γn } composed of components
γ1 , . . . , γn is modeled as a set of languages dMod =
{Mod1 , . . . , Modn } over the alphabets Σ1 , . . . , Σn . The global
model of the system is implicitly defined by Mod = Mod1 ⊗
. . . ⊗ Modn but never explicitly computed.

3.2

Distributed Diagnosis and Global
Consistency

The alphabet Σi that represents the events of each component
γi is partitioned into observable events Σio and unobservable
events Σiu . Moreover, we consider that the global observations
Obs on the system can be distributed into Obsi defined on Σio
such that Obs = Obs1 ⊗ . . . ⊗ Obsn .
Γ
A distribution S = {S1 , . . . , Sm } ∈ 22 is a set of subsets
of Γ such that S covers Γ: S1 ∪ . . . ∪ Sm = Γ. A distributed
diagnosis is a mapping that associates with each subset Si a
diagnosis d∆(Si ) such that d∆(S1 ) ⊗ . . . ⊗ d∆(Sm ) = ∆. The
literature usually considers that S is a partition of Γ [9].
The local diagnoses can be simply computed by:
d∆(Si ) =

O

(Modk ⊗ Obsk ).

(2)

γk ∈Si

This returns a distributed diagnosis that can be easily computed as long as any Si contains a small number of elements.
However, the local diagnoses can be inconsistent with each
other. Basically, some words of d∆(Si ) should be removed because they disappear when Si is synchronised with other Sj
elements. Thus, we are interested by the globally consistent
distributed diagnosis:
A distributed diagnosis d∆ is globally consistent
if ∀i ∈
S
{1, . . . , m}, d∆(Si ) = PΣ→ΣSi (∆) where ΣSi = γ ∈S Σk .
i
k
The globally consistent distributed diagnosis is such that
no word of any d∆(Si ) can be removed. We want to compute
this refined distributed diagnosis but the goal is to avoid the
computation of ∆.

3.3

Local Consistency

The local consistency property requires that any pair
of local diagnoses are consistent. Formally, a distributed
diagnosis d∆ is locally consistent if ∀{S1 , S2 } ⊆ S,
PΣS1 →ΣS1 ∩ΣS2 (d∆(S1 )) = PΣS2 →ΣS1 ∩ΣS2 (d∆(S2 )).
It is possible to refine a distributed diagnosis using local
consistency as presented in Algorithm 1. After the distribution is performed, and a local diagnosis is computed for each
subsystem, the algorithm takes pairs of subsystems and performs a local consistency on these diagnoses. Basically, the
idea is to remove the word of d∆(S1 ) that cannot be synchronised with any word of d∆(S2 ), and vice versa. The local
consistencies can actually be performed in any order.
Algorithm 1 Distributed diagnosis algorithm based on local
consistency
1: input Γ, {Mod1 , . . . , Modn }, {Obs1 , . . . , Obsn }
2: S = {S1 , . . . , Sm } := distribution(Γ)
3: for all i ∈ {1,
N. . . , m} do
(Modk ⊗ Obsk )
4:
d∆(Si ) =
γk ∈Si
5: repeat
6:
for all {S1 , S2 } ⊆ S do
7:
d∆(S2 ) := consΣS1 ,ΣS2 (d∆(S1 ), d∆(S2 ))
8:
d∆(S1 ) := consΣS2 ,ΣS1 (d∆(S2 ), d∆(S1 ))
9: until d∆ is stable
However, as shown in [14], local consistency does not ensure
global consistency. Moreover, because the languages may be

infinite, no fix-point is reached in the worst case; the algorithm
does not terminate. As noticed by Su and Wonham, both
problems disappear when the topology of the system forms a
tree.
A topology of a distributed representation S of the system
is a graph G = hV, Ei where V = S is the set of vertices and
E ⊆ V × V is a symmetric and anti-reflexive set of edges such
that ∀{S, S ′ } ⊆ V, ∀e ∈ ΣS ∩ ΣS ′ , ∃S1 , . . . , Sk such that:
• ∀i ∈ {1, . . . , k}, e ∈ ΣSi , and
• ∀i ∈ {0, . . . , k}, hSi , Si+1 i ∈ E (S0 = S and Sk+1 = S ′ ).
Two subsystems that share an event are connected through
an edge, or through a chain of edges where intermediate subsystems also share this event.
The graph G is a tree if for any pair Si and Sj , there is
exactly one path on the graph that contains no loop and leads
from Si to Sj . Provided that the distribution of the system
can be represented by a tree, the algorithm presented above
terminates and is sound.
Because of space requirement, we only give a simplified
proof of this last result. Similar proofs can be found in [14]
with slightly different definition of the topology. Consider that
the distribution generates a tree G = hV, Ei. Consider that the
local diagnosis d∆(Si ) is computed for each subsystem Si ∈ V
and that the local consistency procedure is applied until stability is reached.
Choose randomly some subsystem Si ∈ V. We want to determine whether PΣ→Σi (∆) = d∆(Si ) which states that the
diagnosis is globally consistent. To do so, we set Si as the
root of the treeSG. Let X ⊆ V be a subset
of subsystems, we
N
d∆(S). We build
denote ΣX = S∈X ΣS and LX =
S∈X
X incrementally from X = {Si } by adding Sk ∈
/ X such that
Sj ∈ X and hSk , Sj i ∈ E ; note that because of the definition
of G and since G is a tree, ΣX ∩ Σk = Σj ∩ Σk . We note
X ′ = X ∪ {Sk }. We prove by induction that for any Sp ∈ X,
PΣX →Σp (LX ) = d∆(Sp ).
• This is clearly the case for X = {Si }.
• PΣX →ΣX ∩Σk (LX )
= PΣX →Σj ∩Σk (LX )

(because ΣX ∩ Σk = Σj ∩ Σk )

= PΣj →Σj ∩Σk (PΣX →Σj (LX )) (since Σj ∩ Σk ⊆ Σj ⊆ ΣX )
= PΣj →Σj ∩Σk (d∆(Sj ))

(by induction)

= PΣk →Σj ∩Σk (d∆(Sk ))

(by local consistency)

= PΣk →ΣX ∩Σk (d∆(Sk ))

(because ΣX ∩ Σk = Σj ∩ Σk )

Thus, LX and d∆(Sk ) are locally consistent. Thus, for
any Sp ∈ X, PΣX ′ →Σp (LX ⊗ d∆(Sk )) = PΣX →Σp (LX ) =
d∆(Sp ), and PΣX ′ →Σk (LX ⊗ d∆(Sk )) = d∆(Sk ).
Thus, for X = S, we have the following result: ∀Si ∈ S,
PΣ→Σi (∆) = d∆(Si ). The distributed diagnosis is then globally consistent.
2
We propose to build such a distribution of the system,
using the junction tree theory.

4
4.1

Diagnosis by Junction Tree
Junction Tree

The concept of the junction tree is borrowed from the field of
probabilistic inference where its structure is useful for working

in complex domains [5].
Definition 1 (Junction Tree) Let G = hV, Ei be a graph.
A junction tree for G is a pair (T , C), where T is a tree and C
is a function which maps each node i in tree T into a label Ci
called a cluster. The junction tree must satisfy the following
properties:
1. Ci ⊆ V, i.e. each cluster is a set of vertices from G.
2. If two vertices are connected in G, they will appear together
in some cluster Ci .
3. If a vertex appears in two clusters Ci and Cj , it must also
appear in every cluster Ch on the path connecting vertices
i and j in the junction tree. This is known as the running
intersection property.
The separator of edge i-j in a junction tree is defined as
Ci ∩ Cj . The width of a junction tree is the size of its largest
cluster minus one.
One of the steps in obtaining a junction tree from a graph
is to triangulate the graph, i.e., add extra links such that
every cycle of length greater than three has a chord. There
are different ways to triangulate a graph, yielding different
sets of clusters. Each triangulated graph may have several
different junction trees. It is therefore desirable to have optimal triangulations and optimal junction trees with respect
to complexity. However, the optimality problem for triangulation is NP-complete. Given a triangulated graph, we can
obtain an optimal junction tree using an algorithm from [6]
which is quadratic in the number of cliques.
The reasoning behind the use of junction trees in diagnosis
is that it could help avoid the need to compute a global diagnosis. Using a junction tree representation of a system has 2
main advantages [14]:
1. A tree representation of a system implies that local consistency is equivalent to global consistency.
2. Non-termination issues with local consistency algorithms
can be resolved.

4.2

Distribution Algorithm

Algorithm 2 Distribution using Junction Tree Algorithm
1: input Γ, {Mod1 , . . . , Modn }
2: V := Γ
3: E := {hVi , Vj i ∈ V 2 | i 6= j & Σi ∩ Σj 6= ∅}
4: S := {}
5: while V 6= ∅ do
6:
pick a vertex V ∈ V
7:
C := {V } ∪ {V ′ | hV, V ′ i ∈ E}
8:
E := E ∪ {hV1 , V2 i | V1 ∈ C, V2 ∈ C}
9:
V := V − {V }
10:
E := E − {hV1 , V2 i ∈ E | V1 = V ∨ V2 = V }
11:
if not (∃C ′ ∈ S | C ⊆ C ′ ) then
12:
S := S ∪ {C}
13: return S
The junction tree algorithm returns a topology as defined
previously, provided it is followed by computation of the edges
of the tree itself. Indeed, let e ∈ ΣS1 ∩ ΣS2 be an event that is
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shared by subsystems Si and Sj . We prove that any vertex S
in the path between Si and Sj contains this event (e ∈ ΣS ).
There are two (possibly identical) components γ1 and γ2 such
that ∀i ∈ {1, 2}, e ∈ Σi and γi ∈ Si . Since component γ1 and
γ2 share an event, they are connected in the original topology
and because of the second property of junction trees, there
is a cluster S in the junction tree that contains both components ({γ1 , γ2 } ⊆ S). By the third property of the junction
tree, all clusters between Si and S contain component γi and
thus event e. S can be between Si and Sj or outside, but
in both cases there is a path of clusters between S1 and S2
that share event e. Thus, the junction tree algorithm returns
a tree-shaped distribution.
2
We perform distribution by rearranging the topology of the
system into a junction tree, as described in Algorithm 2. We
first obtain a graph of the original system, G = hV, Ei. Each
component γ in the system is a vertex V on the graph. The
edges, E , on the graph represent connected components. We
use the junction tree algorithm [5] to obtain the clusters that
make up S. We pick a vertex V ∈ V. A cluster C is obtained
by taking the set formed by V and its neighbours, i.e. the

We mentioned in section 3.3 that local consistencies can be
performed in any order. However, we can use a strategy, global
propagation [5], that would only require two ordered series of
local consistency computations on the junction tree to achieve
global consistency. We consider a message pass from a cluster
CX to its neighbour CY to be an operation that makes the
components of CX locally consistent with those of CY . By
performing these message passes in an ordered manner, we
ensure that the consistency introduced by previous message
passes is preserved.
We arbitrarily pick a cluster Sr ∈ S to be the root of the
junction tree. We start from each leaf node and perform local
consistency with the neighbour until the root is reached (the
gather phase). We then perform local consistency in the other
direction, from the root back to the leaf (the distribute phase).
All the clusters are now locally, and consequently globally,
consistent with one another.

4.3

Discussion

Using a junction tree is very interesting as the resulting subsystems tends to be of small size. However, this does not necessarily imply that the local diagnoses will actually be small.
Consider for instance a tree with n nodes N1 to Nn where the
automaton of each node Ni is represented in Figure 2 (the
node Ni shares the event ei with Ni+1 ). For each i, the number of occurrences of event ei is twice that of event ei−1 . Thus,
the event ei globally occurred k × 2i times where k is a natural number. Therefore, the (globally consistent) automaton
representing the behaviour of component Ci contains 3 × 2i−1
states. In this example, the number of states after local consistency is exponential in the number of nodes. The result
basically comes from the fact that the events ei and ej are
not concurrent events but they occur in sequence. We expect
that most systems actually exhibit concurrent behaviours.
The natural topology of the system has an important impact on the quality of the produced junction tree, and hence
the size of the subsystems. If we start off with a near tree-like
structure, the resulting junction tree will produce smaller size
clusters, and hence smaller automata to work with, reducing complexity. E.g. in Figure 1, system 1 produces the best
junction tree with smallest clusters. With System 3, because
of the larger size clusters, the local diagnoses will actually be
quite big.

ei−1

ei

Figure 2.

ei

Automaton that models the language of node Ni

In [14], the authors proposed a similar algorithm for the
distributed diagnosis of discrete-event systems. A local diagnosis is computed for each component. Then, a given diagnosis is incrementally synchronised with the other diagnoses,
which ensures global consistency. After each synchronisation,
the events that appear only in components that has already
been synchronised can be safely abstracted: the current diagnosis is projected on the relevant events, which reduces the
complexity.
This algorithm can be seen as a special case of our approach
with three main differences. First, it implicitly builds a junction line, since the diagnoses are synchronised in sequence.
This restriction potentially increases the width of the junction tree, with a negative impact on the global efficiency. Second, this algorithm builds a junction tree/line on the graph
of events rather than the graph of components. This can also
be done in our approach, though not presented because of
space requirements. Considering the graph of events leads to
clusters with less, or in the worst case as many, events than in
the approach presented in this paper, thus reducing complexity. Finally, the authors of [14] propose a dynamic strategy to
choose the order of the synchronisation. Future works include
such a dynamic construction of the junction tree.

5

Conclusion and Future Works

In this article, we identified the importance of a distribution
of the system into (possibly overlapping) subsystems for the
diagnosis of discrete-event systems. If the distribution generates a tree-shaped topology, an algorithm based on local
consistency can ensure global consistency of the diagnosis.
We used the graph theory of junction trees to obtain good
distributions. The complexity of the diagnosis is then often
bounded by the tree width of the system topology, though
counter-examples exist.
We think there is still room for improvement. First, we proposed a static construction of the junction tree based only on
the topology of the system. We want to investigate a more
flexible technique where the junction tree is built after diagnoses and simple pruning operations are performed locally on
components. The idea is that some connections in the system
topology can be removed when no communication happened
through these connections, leading to a graph with a smaller
tree width. Moreover, we could then assign weight on each
vertex of the graph. These technique should then improve the
efficiency of diagnosis. More generally, we want to investigate
more dynamic computations of junction trees: experiments
have shown that the connections can often be removed after the distributed diagnosis is computed, during the local
consistency algorithm. For this reason, we want to start the

diagnosis algorithm while the junction tree is being computed
so as to dynamically change the construction of the junction
tree. This is not trivial as the construction of the junction
tree must satisfy some properties.
Regarding system design, an interesting exploration would
be to interact with the system designer to propose alternative topology structures in the system in order to ensure a
reasonable tree width of the system.
Finally, we considered that the observations emitted by different components were completely independent. However, it
is often the case that a (partial) order exists between the observations. E.g. the alarm emitted by component 1 was surely
emitted before the alarm from component 2. This generates
a connection between the two components and potentially interconnects all the components. We want to investigate this
issue and determine when these connections can be removed,
possibly with an approach based on time slicing [2].
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